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Big Science, Big Data…Big Ethics? 

• Rise of the bioeconomy brings new practices of 
knowledge co-production, and new 
understandings about the nature of knowledge, 
to the fore 

• Fosters new changes in Big Science, namely 
collective innovation and large-scale global 
science that work alongside key actors (e.g. 
bioethicists) in a distributed, data- and 
computation-intensive consortia system to solve 
large—and well-funded—scientific problems 
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Big Science, Big Data…Big Ethics? 

• In Big Ethics, a hitherto dispersed group of 
bioethicists and related scholars now collaborate 
not just to share ideas, but to build knowledge 
together as one well-funded integrated unit with 
Big Science.  

• There is now a symbiotic relationship between 
science and ethics as the funding systems for 
consortia science also fund consortia ethics under 
the integrated research model. Big Science and 
Big Ethics become intertwined, and indeed, rarely 
can one now exist without the other.  
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Big Science, Big Data…Big Ethics? 

• Let us explore a particularly important area at 
the intersection of these three “Bigs”—
namely, the sharing of genomic data within 
consortia to drive precision medicine, and the 
role of human rights.  
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The Challenge 

5 

Unparalleled generation of  
human genetic data 

How do we unlock its potential? 

In a way that allows data to be shared  
on a global level 

Thus empowering new knowledge, new 
diagnostics and new therapeutics for 

patients and populations  



The Challenge 

Data from millions of samples may be needed to achieve results and progress 
- showing patterns that would otherwise remain obscure.  
 

That will take new methods and organizational models.  

Right now:  

• Data is typically in silos: by type, by disease, by country, by institution 

• Analysis methods are non-standardized, few at scale 

• Approaches to regulation, consent and data sharing limit interoperability 

 

If we don’t act: risk an overwhelming mass of fragmented data, such as 
electronic medical records in many countries 
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What is the Global Alliance for Genomics and Health? 
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Mission of the Global Alliance 

To accelerate progress in human health by helping to 
establish a common framework of harmonized 
approaches to enable effective and responsible sharing 
of genomic and clinical data, and by catalyzing data 
sharing projects that drive and demonstrate the value 
of data sharing 

 



Role 

 

Convene stakeholders 

 

Catalyze sharing of data 

 

Create harmonized approaches 

 

Act as a clearinghouse 

 

Foster innovation 

 

Commit to responsible data sharing 



Organizational Members  

360+ 
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Global Alliance members include: 

1. Universities and research  
institutes (33%) 

2. Academic medical centers  
and health systems (12%) 

3. Disease advocacy organizations and 
patient groups (5%) 

4. Consortia and professional  
societies (6%) 

5. Funders and agencies (6%) 

6. Life science and information 
technology companies (38%) 



How does the Global Alliance operate? 
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Working Groups 

The Clinical Working Group aims to enable compatible, readily accessible, and 
scalable approaches for sharing clinical data and linking genomic data. Clinical 
Working Group strives to address both research and clinical use scenarios and be 
physician-oriented, researcher-focused, and patient-centered.  

  

The Data Working Group concentrates on data representation, storage, and 
analysis of genomic data, including working with academic and industry leaders to 
develop approaches that facilitate interoperability.   

 

The Regulatory and Ethics Working Group focuses on ethics and the legal and 
social implications of the Global Alliance, including harmonizing policies and 
standards, and developing forward-looking consent, privacy procedures, and best-
practices in data governance and transparency.  

  

The Security Working Group leads the thinking on the technology aspects of data 
security, user access control, and audit functions, working to develop or adopt 
standards for data security, privacy protection, and user/owner access control.  
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How We Work 



Current Initiatives 

Last Update: August 5, 2015 

Data 

Benchmarking 

• Standard (variant calling benchmark 
toolkits) 

 

Containers and Workflows 

• Standard (interoperable GA4GH APIs 
with open source) 

 

File Formats 

• Standard (file formats) 

 

Genotype2Phenotype Association 

• Standard 

 

Metadata 

• Standard (metadata schema) 

 

Reference Implementation 

• Standard (GA4GH API) 

 

Reference Variation 

• Standard (graph-based reference) 

• Implementation 

 

RNA and Gene Expression 

• Standard (RNA sequence reads) 

  

Variant Annotation 

• Standard (data representation) 

 

 

 

 

 

 

Clinical 

Clinical Cancer Genome - Cancer Data 
Sharing 

• White Paper  + Survey/paper 

Clinical Cancer Genome - Actionable 
Cancer Genome Initiative (P) 

• Opinion paper + Standard 

 

eHealth - Pedigree Consent 

• Standard 

eHealth - Family History 

• Tool + Standard 

eHealth - Federated Queries 

• Standard 

eHealth - Catalogue of Activities 

• Tool 

eHealth - Data Sharing 

• White paper 

 

Phenotype Ontologies - Rare Diseases 

• Use cases 

Phenotype Ontologies - Cancer / 
Complex Diseases 

Regulatory and Ethics 
Accountability (Policy) 

 

Ageing and Dementia (P) 

• Policy  

• Tools (authorization/consent) 

 

BRCA Ethico-Legal and Advocacy (P) 

• Policy (data protection / liability) 

• Tool (tiered access model) 

• Tool (patient advocacy network) 

 

Data Protection Regulation 

 

Data Sharing Lexicon 

• Tool (Catalogue) 

 

Ethics Review Equivalency 

• Resource (mutual recognition 
model) 

 

Individual Access 

• Tool (international survey) 

• Resource (review of laws) 

 

Machine-Readable Consent 

• Standard (data use types in consent) 

 

Paediatric 

• Policy (WGS and Newborn Screening) 

 

Privacy Breach Notification (P) 

• Resource (review of laws) 

 

Registered Access (Tool) (P) 

Security 

Cloud Security 

• Policy (guidance for cloud security 
providers) 

• Implementation 

 

Incident Response 

• Policy 

 

Security Infrastructure 

• Policy 

 

Software Security 

• Policy 

• Implementation 



Regulatory and Ethics Working Group 
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Mandate and Scope 

The Regulatory and Ethics Working Group (REWG) is tasked with 
addressing the ethical, legal and social implications of enabling 
responsible genomic and clinical data sharing. Specifically, the REWG:  
 

• Prepares the overall policy framework for responsible data 
sharing; 

• Harmonizes policies, procedures, standards and codes of conduct 
for the storage, analysis and sharing of genomic and clinical data; 

• Develops forward-looking consent and privacy/security 
procedures that responsibly engage participants and researchers; 
and 

• Develops best practices in governance and transparency of data 
repositories. 

17 



Building the Framework for Responsible 
Sharing of Genomic and Health-Related Data 
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Obstacles to data sharing in genomics 

• Lack of policy harmonization 

• Lack of structural support 

• Legal and ethical hurdles 

• Cultural barriers 



Why human rights for a Framework? 

• Universalizing force 

• Political and legal dimensions that reach beyond the 
moral appeals of bioethics 

• International legal force 

• Belong to groups as well as individuals (reciprocity) 

• Impose positive duties on governments and private 
actors 





Universal Declaration of Human Rights (1948) 
 

“The Right to Science” 

27(1) “Everyone has the right freely to participate in the 
cultural life of the community, to enjoy the arts and to 
share in scientific advancement and its benefits.” 

“The Right to Recognition for Scientific Production” 

27(2) “Everyone has the right to the protection of the 
moral and material interests resulting from any scientific, 
literary or artistic production of which he is the author.” 



Legal force of the right to science 

• Dual rights rendered legally binding by the 
International Covenant on Economic, Social and 
Cultural Rights (ICESCR) (1966) – Article 15.  

• 164 States have ratified the ICESCR. 

• States are bound to implement the treaty in their 
national laws. 
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The Right to Science   
Actionable 



Renewed Interest  

The right to science “has acquired an increased 
importance in today’s globalized world.” 
(UNESCO, Venice Statement, 2009). 

 

“The scope, normative content and obligations 
of the State under … ‘the right to science’, 
remain underdeveloped while scientific 
innovations are changing human existence in 
ways … inconceivable a few decades ago.”  
(UN Special Rapporteur, A/HRC/20/26, 2012). 

 



Content of the Right to Science 

1. access by everyone without discrimination to the 
benefits of science and its applications;  

2. opportunities for all to contribute to the scientific 
enterprise  

3. the freedom indispensable for scientific research;  

4. participation of individuals and communities in 
decision-making; 

5. conservation, development and diffusion of science and 
technology. 

     (UNESCO, Venice Statement, 2009) 



Right to Science = Access to Data 

Image based on American Association for the Advancement of Science (AAAS, 2010) 



GA4GH Framework for Responsible Sharing of 
Genomic and Health-Related Data 

• Current frameworks are founded on the principle of protection 
from harm. In contrast, 

• The GA4GH Framework aims to activate the human right to 
science and the human right to recognition for scientific 
production by promoting responsible data sharing.  

 

(http://genomicsandhealth.org/framework) 

http://genomicsandhealth.org/framework


Development of the Framework 

•October 2013 – February 2014 : Initial discussions and early drafts (Drafts 1-3) 
between the Global Alliance for Genomics and Health (GA4GH) Regulatory and 
Ethics Working Group (REWG) and international organizations 

•March 4-5, 2014 : GA4GH and REWG Meetings in London (Draft 4) 

•April 2, 2014 : P3G/BioSHaRE/INSERM Meeting in Paris (Draft 5) 

•May 1, 2014 : Draft 6 released to international organizations and on Global 
Alliance website for public comment until July 1 

•July 24, 2014 : Draft 7 released for public comment; endorsed by the 
Transitional Steering Committee of the GA4GH 

•September 10, 2014 : Framework finalized 

•October 10, 2014: Framework translated into 5 languages: French, Spanish, 
Arabic, Chinese, Japanese 

•October 18, 2014: Framework published (open access) in The HUGO Journal 



Framework partners 

• Global Alliance for Genomics and Health (Regulatory and Ethics Working Group, other 
Working Groups and Task Teams); 

• Biobank Standardisation and Harmonisation for Research Excellence project (BioSHaRE); 
• Centre for Law and Genetics (University of Tasmania); 
• Centre of Genomics and Policy (McGill University); 
• ELSI 2.0; 
• H3Africa; 
• Health Research Authority (UK); 
• HeLEX (University of Oxford); 
• Human Variome Project (HVP); 
• INSERM; 
• International Cancer Genome Consortium (ICGC); 
• International Rare Disease Research Consortium (IRDiRC); 
• International Society for Biological and Environmental Repositories (ISBER); 
• Personal Genome Project (USA); 
• PErsonalised Risk Stratification for Prevention and Early deteCTIon of breast cancer project 

(PERSPECTIVE); 
• PHG Foundation (UK); and 
• Public Population Project in Genomics and Society-International Policy interoperability and 

data Access Clearinghouse (P3G-IPAC). 



Framework: Goals 



Framework: Foundational Principles 



Framework: Core Elements 

Core Elements for Responsible Data Sharing  
 

Transparency 

Accountability 

Engagement 

Data Quality and Security 

Privacy, Data Protection and Confidentiality 

Risk-Benefit Analysis 

Recognition and Attribution 

Sustainability 

Education and Training 

Accessibility and Dissemination 

 



Framework for Responsible Sharing of Genomic 
and Health-Related Data 

The Framework is currently available in 10 languages. Thank you to all the volunteers! 

 

 

 

 

 

 

 

 

 

 

• Arabic 
 

• Chinese 
 

• French 
 

• Greek 
 

• Japanese 
 

• Portuguese 
 

• Spanish 
 

• German 
 

• Hindi 

Πλαίσιο για την Υπεύθυνη Κοινοχρησία Γονιδιωματικών και άλλων Ιατρικών 
Δεδομένων 

基因组学与健康相关数据负责任的共享框架 

 إطار لتبادل مسؤول للمعلومات الجینومیة والمتصلة بالصحة

Cadre pour un partage responsable des données génomiques et des données de santé 

ゲノム及び健康関連データの責任ある共有に関する枠組み 

Marco de actuación para el uso compartido responsable de datos genómicos y 
relativos a la salud 

Framework para Compartilhamento Responsável de Dados Genômicos e Relacionados à 
Saúde 

Rahmenkonzept für die den verantwortungsvollen Datenaustausch genomischer und 
gesundheitsbezogener Daten 



Next steps after Framework? 
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Policies: Consent 

• Purpose: To guide international data sharing in a way that 
respects autonomous decision making while promoting the 
common good.  

• Gives principled and practical guidance on consent issues:  

• Transparency 

• Privacy Safeguards 

• Withdrawal 

• Consent to access policies and terms 

• Sharing of Legacy Data  

• Notification and opt-out, or re-consent, for international 
data sharing if possible and practical. Otherwise seek 
authorization from competent authority. 



Policies: Privacy and Security 

• How to manage privacy and security risks and related 
expectations? 

• How to ensure data use is consistent with individuals’ 
expectations, and respects the rights of individuals? 

• Consent: Data should be used strictly in accordance with the 
Data Donor’s consent for use and sharing, and/or the terms 
and conditions of authorization for use by competent bodies 

• Proportionate Safeguards: Data privacy safeguards should be 
proportionate to the sensitivity, nature, and possible benefits, 
risks, and uses of the Data 

• Security: organizational, technical and physical measures to 
manage risks to privacy and data integrity.  



Policies: Accountability 

• Sets forth how Members of the Global Alliance can be 
governed and held accountable for the trust they engender in 
the responsible sharing of genomic and clinical data. 

• Explores mechanisms to promote responsible data sharing, as 
well as to prevent and appropriately sanction data misuse.  

• Possible Inclusion: Why are you NOT sharing, if the participant 
consented to sharing? 



Policies: Ethics Review Mutual Recognition 

• Developing models that allow for mutual recognition of ethics 
review processes, particularly in data-intensive and 
international collaborative research. Irrespective of proposed 
models, would need to include: 

 

• Mutual recognition. Requires harmonization/interoperability 
of: 

• Principles, forms, IT platform and operating procedures  

• Processes for ethical evaluation + oversight (per research 
type) 

• RECs - Latitude for some degree of local interpretation 

 

 



International Charter of principles for 
sharing bio-specimens and data 
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International Charter of principles for 
sharing bio-specimens and data 

• Five principles for the custodianship of bio-specimen repositories and data constitute the 
common premise for the Charter: 

1. Respect for privacy and autonomy: custodianship implies protection of participants’ 
privacy. Privacy protection measures should be in place and informed consent must 
provide provisions for future as yet unspecified research using data and bio-
specimens. 

2. Reciprocity: custodianship also implies giving back. Feedback of general results 
should be channelled to institutions and patients. 

3. Freedom of scientific enquiry: custodianship should encourage openness of 
scientific enquiry, and should maximize data and bio-specimen use and sharing so as 
to exploit their full potential to promote health. 

4. Attribution: the intellectual investment of investigators involved in the creation of 
data registries and bio-repositories is often substantial, and could be acknowledged 
by mutual agreement. 

5. Respect for intellectual property: the sharing of data and biospecimens needs to 
protect proprietary information and address the requirements of institutions and 
third-party funders. 
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MTA/DTA Template 

41 



42 

Thank you! 
 edward.dove@ed.ac.uk    

@EdwardSDove  

mailto:edward.dove@ed.ac.uk

